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“…the	Russian	hacking	group	Fancy	
Bear	was	responsible	for	the	hacks	on	
John	Podesta,	Colin	Powell	and	the	
Democratic	National	Committee	

(DNC)…

Fancy	Bear	used	a	spear-phishing
campaign	to	attack	their	victims.

The	Podesta	spear-phishing	hack	was	
instigated	with	an	email	that	purported	
to	come	from	Google informing	him	

that	someone	had	used	his	password	to	
try	to	access	his	Google	account.	It	
included	a	link	to	a	spoofed	Google	

webpage that	asked	him	to	change	his	
password	because	his	current	password	

had	been	stolen.”
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“Podesta	clicked	the	link	
and	changed	his	

password.	Or	so	he	
thought.	Instead,	he	gave	
his	Google	password	to	
Fancy	Bear	and	his	emails	

began	appearing	on	
WikiLeaks	in	early	

October.”
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These 2 recent incidents alone…

§ Embarrassment to principal
§ Embarrassment to principal’s clients, friends, colleagues, 
partners, etc.
§ Compromise of principal’s data, as well as principal’s client 
data, potentially including personal information (email 
addresses, etc.)
§ Business disruption, inability to operate

Imagine what could be done to you and your 
organization in similar attacks…?
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Agenda

§Landscape
§Threats
§Defenses (technical and non-technical)
§Tips & Takeaways
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Landscape
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Image	via	Statista.com.
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Source:	Identity	Theft	

Resource	Center



The image part with relationship ID rId18 was not found in the file.



The image part with relationship ID rId18 was not found in the file.

15

“Nearly	half of	all	cyber-
attacks	are	committed	

against	small	businesses…

As	many	as	80	percent	of	
small	to	medium	sized	

businesses	dont	have	data	
protection	of	email	security	

in	place...

Small	businesses	– who	
dont	trian	their	employees	

on	security	risks	– are	
susecptible	to	the	
Businesss	Email	

Compromise	Scam	(BEC),	
which	the	FBI	says	has	led	
to	over	$3	billion	in	losses.”
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June	2016

“average	cost	of	a	data	breach	for	companies	
surveyed	has	grown	to $4	million,	

representing	a	29	percent	increase	since	
2013”

“64	percent	more	security	incidents	reported	
in	2015	than	in	2014”
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$154 ($145) World	cost	per	Record

World	average	cost	of	a	data	breach

Source:	2015	Cost	of	Data	Breach	Study:	Global	Analysis
Sponsored	by	IBM,	Conducted	by	Ponemon	Institute	LLC

$3.8 mm ($3.5 mm)

U.S.	average	cost	of	a	data	breach $6.5 mm ($5.8mm)

Cost	per	Record	in	the	U.S. $217 (highest)

Breach	Costs
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Landscape
§More attacks
§Against a broader swath of organizations of 
differing size
§With increasing sophistication
§Resulting in higher costs

There is more risk today for more 
organizations and their clients, partners and 

friends
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Threats
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Phishing (and Spearphishing, SMiShing, 
Vishing…)
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Phishing	scam

Generic	email	sent	to	
a	high	number	of	
recipients

Not	tailored,	not	
engineered	to	appear	
valid

Likely	uses	actual	
company	logos

Uses	a	sense	of	
urgency	to	motivate	
the	intended	action
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Spearphishing	(&	
business	email	
compromise)

“Ubiquiti Networks	is	one	of	
the	latest	companies	to	admit	
it’s	had	the	multimillion	
dollar	wool	pulled	over	its	
eyes.	The	[	]	networking	
equipment	company	
disclosed	it	lost	$46.7	million	
through	such	a	scam	in	its	
fourth	quarter	financial	
filing.”
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“…authorities	said	the	CFO	of	a	Leoni	
factory	[	]	sent	the	funds	after	
receiving	emails	cloned	to	look	like	
they	came	from	German	executives…

Investigators	say	the	email	was	
crafted	in	such	a	way	to	take	into	
account	Leoni’s	internal	procedures	
for	approving	and	transferring	funds.	
This	detail	shows	that	attackers	
scouted	the	firm	in	advance…

The	Bistrita factory	was	not	chosen	
at	random	either.	Leoni	has	four	
factories	in	Romania,	and	the	Bistrita
branch	is	the	only	one	authorized	to	
make	money	transfers.”
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“Sources	close	to	the	
ongoing	probe	[	]	said	

officials	spotted	
'indications'	[the	
foundation]	was	
compromised	by	
'spearphishing'	

tactics…”
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Business	Email	
Compromise	(BEC)
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SMiShing scam

SMS	is	short	message	
service,	a/k/a	texting

Same	scam,	sent	by	
text	message

Requests	user	to	click	
a	link

Also	uses	a	sense	of	
urgency	to	motivate	
the	intended	action
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Small	Texas	Law	
Firm	Used	in	
International	
Cyberattack

“Cybercriminals	apparently	
gained	access	to	and	used	a	
valid	law	firm	email	account	
to	email	an	unknown	number	
of	recipients	with	the	subject	
‘lawsuit	subpoena.’	The	email	

contained	malware	that	
attackers	could	use	to	steal	

banking	credentials	and	other	
personal	information…”

You,	your	
organization	and	
your	people	can	
also	be	used to	

perpetrate	a	
phishing	campaign	

against	others…
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Ransomware
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“Ransomware
is	the	hot	

hacking	trend	
of	2016”

Source:	cnet,	
3.10.2016

California	hospital	paid	$17,000	
to	get	their	systems	back

“Locky”	loads	Word	documents	
with	macros	that	once	

“enabled”	deliver	ransomware

Xbot is	Android	malware	that	
both	steals	banking	credentials	
and	takes	a	system	hostage
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Social Engineering
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“…psychological	manipulation	
of	people	into	performing	

actions	or	divulging	confidential	
information.”	
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Social	engineering	
contest	at	DefCon

“By	the	end	of	the	call,	she’d	
given	him	a	treasure	trove	of	

information	about	her	
company’s	computer	network,	
antivirus	software	and	web	

filtering	protocols		— more	than	
enough	information	for	a	hacker	
to	easily	infiltrate	the	network.”
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DoS, DDoS Attacks
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DoS, DDoS Attacks
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Insiders
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In	the 2016	Cyber	
Security	Intelligence	
Index,	IBM	found	that	
60%	of	all	attacks	were	
carried	out	by	insiders.	
Of	these	attacks,	three-

quarters	involved	
malicious	intent,	and	
one-quarter	involved	
inadvertent	actors.
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Defenses
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Technical Non-Technical

IPS	/	IDS Cultural awareness	&	training

Firewall Incident	/	breach response,	
preparedness

DR	/	backup	(DLP) BOD	/	leadership	engagement

Storage Resources /	Infosec Plan

Encryption Insurance

Defenses
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Firewall/Encryption/IPS/IDS
IPS/IDS	are	technologies	
that	“examine	network	

traffic	flows	to	detect	and	
prevent	vulnerability	

exploits.”

IDS passively	scans	traffic	
and	sends	alerts;	IPS often	
sits	behind	the	firewall	and	
provides	a	complimentary	
layer	of	traffic	analysis	to	

identify	dangerous	content	
and	automatically	act	on	

traffic	flow,	including	
blocking	suspicious	inflows.
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DR	/	storage	/	backup	(DLP)

These	are	technologies	designed	to	help	an	organization	prevent	
the	loss	of	data	through	backup	and	recovery	efforts

• Once	the	attack	has	been	detected,	stopped	and	the	intruders	
extricated	from	your	systems,	you’ll	begin	assessing	the	damage.

• To	do	this,	you’ll	need	to	have	had	plenty	of	storage to	back	up	to	
prior	system	snapshots;	you	will	need	to	have	had	processes	that	
were	capable	of	watching	and	logging	network	traffic	to	
understand	exactly	what	happened.	And,	in	the	case	of	a	
ransomware	attack,	you	may	want	the	ability	to	completely	restart	
your	system from	scratch,	in	which	case	you	will	want	to	have	had	
a	full	backup	of	your	network	and	data.

• All	of	this	requires	a	good	conversation	with	IT	professionals	so	you	
can	explain	the	business	goals	and	they	can	provide	the	HW	and	W	
recommended	solutions	to	accomplish	those	goals.
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Cultural	Awareness	&	Training

• Online	(mandatory)	training
• Monthly	e-mails	to	the	team	about	the	latest	
threats,	best	practice	reminders

• USB	key	drop	test
• Phishing	tests
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Breach	
response,	
preparedness,	
training

• Identify	the	organization’s	mission	critical	data	and	assets	(i.e.,	
the	“crown	jewels”)

• Develop	an	actionable,	up-to-date	incident	response	plan	before	
an	intrusion	occurs

• Ensure	the	organization	has	legal	counsel	available	that	is	
familiar	with	technology	and	cyber	incident	management

• Ensure	the	organization’s	policies,	such	as	human	resources	and	
personnel	policies,	align	with	its	cyber	incident	response	plan

• Engage	with	federal	law	enforcement	agencies	before	an	
incident occurs
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Leadership	Engagement,	
Planning	&	Resources

57%	of	respondents	said	their	company's	
board	of	directors,	chairman	and	CEO	

were	not	informed	and	involved in	plans	
to	deal	with	a	possible	data	breach
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Cyber	insurance

A	cyber	insurance	policy	[a/k/a	cyber	risk	insurance	
or	cyber	liability	insurance	coverage	(CLIC)],	is	
designed	to	help	an	organization	mitigate	risk	
exposure	by	offsetting	costs	involved	with	recovery	
after	a	cyber-related	security	breach	or	similar	
event.
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Cyber	insurance

Common	reimbursable	expenses	include:

Investigation: necessary	to	determine	what	occurred,	how	to	repair	damage	and	how	to	
prevent	the	same	type	of	breach	from	occurring	in	the	future.	

Business	losses: similar	to	items	that	are	covered	by	an	errors	&	omissions	policy	(errors	
due	to	negligence	and	other	reasons),	as	well	as	monetary	losses	experienced	by	
network	downtime,	business	interruption,	data	loss	recovery	and	costs	involved	in	
managing	a	crisis,	which	may	involve	repairing	reputation	damage.

Privacy	and	notification: This	includes	required	data	breach	notifications	to	customers	
and	other	affected	parties	[	]	and	credit	monitoring	for	customers	whose	information	
was	or	may	have	been	breached.

Lawsuits	and	extortion: This	includes	legal	expenses	associated	with	the	release	of	
confidential	information	and	intellectual	property,	legal	settlements	and	regulatory	
fines.	This	may	also	include	the	costs	of	cyber	extortion,	such	as	from	ransomware.
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Tips & Takeaways
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1. Change	default	settings,	including	admin	account/password,	as	
soon	as	you	put	new	equipment	/	gadgets	into	service.

2. Don’t	use	a	thumb	drive	from	an	unknown	source;	it	may	contain	
malware!

3. Close	browsers	immediately	after	use,	frequently	delete	website	
search	history.

4. Think	before	you	click	/	don’t	click	a	web	link	that	is	embedded	in	
an	email.

5. Confirm	the	email	address	by	hovering	over	the	sender’s	name,	
even	if	it	is	from	a	trusted	person.

Cybersecurity	Tips	&	Takeaways	
(General)

Source:	Nancy	Cantwell,	Sr.	VP,	Blue	
Ridge	Networks
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6. Never	assume	an	email	is	legit	if	the	email	asks	you	to	download	
a	file	that	does	not	make	sense,	asks	you	to	send	money,	or	send	
info.		

7. Use	phrases	as	passwords	rather	than	4-8	numbers,	symbols	
and/or	letters	&	change	passwords	frequently

8. Use	security	questions	where	the	answers	cannot	be	discovered	
by	public	records,	or	by	looking	at	your	LinkedIn/FB	page

9. Don’t	give	out	your	SSN	and	date	of	birth	at	the	same	time,	even	
to	medical	practitioners.	

10. Use	top-rated	prevention software	like	AppGuard

Cybersecurity	Tips	&	Takeaways	
(General)
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1. Have	an	incident	response	plan

2. Train	employees	

3. Back	up	your	files	– if	you	suffer	a	ransomware	attack,	you	
can	refuse	to	pay	and	restore	your	files/system	to	your	latest	
backup.

4. When	you	walk	away	from	your	computer	at	work,	log	out!

5. Always	be	wary	of	/	double	check	emails	from	a	“CEO”	or	
“President”	(roughly	1/2	of	all	BEC	scams	come	from	a	“CEO”	
or	“President”).

Cybersecurity	Tips	&	Takeaways	
(for	the	workplace)
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6. Be	wary/	train	your	people	to	be	wary	of	phone	calls	seeking	
information	– these	“low	tech”	attacks	often	are	advance	
scouting	work	of	an	impending	cyberattack	or	spear	phish.

7. Don't	assume	you	can	visit	a	website,	not	click	on	anything,	
and	be	“safe.”	“Drive	by”	attacks	can	still	install	malware	on	
your	PC!

8. Use	multi-factor	authentication	tools	like	LastPass or	Ubikey.

9. Ask	about	email	encryption	tools	that	might	work	for	you &	
your	organization.

10. Always	report	suspicious	emails,	websites,	to	your	IT/HR	folks.

Cybersecurity	Tips	&	Takeaways	
(for	the	workplace)
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